ACCESSTECHNOLOGY

GuardPointPro - Denied access events supported

on SUPREMA Bio Readers

Introduction

This document describes how to receive the denied access events from Suprema readers.

This feature consists to configure the biometric readers in order to send a specific code to the controller in

case of denial.

The controller interprets this code and sends the corresponding denied transaction to GuardPointPro

Requirements

This feature requires GuardPointPro version 3.0.033 or later.
The controller firmware must be from: 03/04/2014 or later for 1C2000/2001/4000/4001

07/04/2014 or

later for IC-Pro 2/4

The Bio reader firmware must be as follows:

Bio
Reader
BioEntry Plus BioEntry W BioLite Net
Card 125kHz= Mifare HID Prox iClass Mifare HID Prox iClass 125kH= Mifare
Tvpe EM card | (13.56MHz) “f13.56MHz)  (13.56MHz) “[(13.56MHz) [ EM card |(13.56MHz)
BEFL- BEFM-0OC, BEFH- _ . _
Model oc BEPM-TC oc BEFI-OC BEWMN BEWH BEWI BLR-OC | BLNM-0OOC
| Firmware |[VL6_140314  V1.62_170406 NA NA NA VI.2_140314 NA NA  [VL31_140117,

You can download all special firmware from here

Use Biostar to

The firmware version may be checked either in the BioStar screen, or in the Diagnose screen of GuardPointPro

upload the correct firmware

from version 3.1.027.

B e £ ...
® Diagnostic
{ Ele View Theme Option Administrator Help ! " = \a - . . -
E@gm( @ Forward @Rd,m &;md User | (i print | Download Search 4;'0} Status for -Cuntru\lerl ‘ B\Dmetncreaders}
H A - = c - If
Device e 1721681189 0 A7 7 Contcller 102
% p, [0 17271881191 M Status received at 10/6/2014 2:43:30 PM
! cuice -
P BioStorServer Soscnfematon - []%e 1721681192 Network : 172.169.1.229 BioL te
[ e 0277172, 168.1.155] Device D fio277 5 [ 1721681194
B 40282(172168.1.229) Firmuare _I Device Type || BLNM-OC | & Ad02 / Controller 002 Urit type Suprema BioLits Net [BLMM-OC]
= []%= 172168.1.217 140117,
E [ Rdi03 { Controller 002
Operation Mode | Fingerprint | Network | Access Control | Input | Qutput | Black List | Display/Sound | = []%# 172.1681.223 BioLie
BioLiteNet Time [Fsync| : -[¥+# Rdi01 / Controller 002
172168.16.101
Date oy @ T 10:15:38 - Or=
i e " ame ] [ [0 172166.19.25
Sensor Mode []%= 172168.273
Ainays on Anays - OKPressed A M 1727882173

CAUTION: If one of the firmware version or the software version is not correct please contact us.
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Description

On denied accesses from the Bio reader, GuardPointPro displays the denied events on the log event screen
with a specific denied reason.

For example, if a cardholder named ‘Bill’ presents his card at the Bio Reader with a wrong finger,
GuardPointPro will display the following event: ‘Access Denied ‘Bill’ - Card known but finger unknown’

The specific denied reason may be different following to situation:

Situation corresponding denied reason in GPP

in Finger-only mode

The presented card is not in the system. Unknown Card
The presented card does not belong to anyone. Mon Allocated Badge
The presented card is not authorized at this reader. ACCESS Group
Unrecognized finger is presented. Unrecognized finger
In this case, the code "9985" is sent and GPP receives 'Unknown

card

‘DODDEoo" .

To display the meszage “Unrecognized finger™, the user should
previoushy

«create 3 cardholder with the card code "00D0S2EE".

The presented card belongs to someone but it is notin the reader Card not in reader memory
MEmoTy.

The presented card is stored in the reader memory with another «Card withwrong finger
finger.

in card + Finger mode

The presented card is not in the system. Unknown Card

The presented card does not belong to amyone. Non Allocated Badze

The presented card is not authorized at this reader. ACCEsSs Group

The presented card belongs to someone but it is notin the reader Card not in reader memory
memary.

The presented card is stored in the reader memory with another «Card withwrong finger
finger.

& finger haz been presented before the card whereas 3 card is «card is required first
required first.
In this case, the cods "S002" is sent and PP receives "Unknown
card
'D0D0eEeE" .
To display the message “Card iz required first”, the usershould
previoushy
«create a cardholder with the card code "00002225".

‘When finger template are stored on Smartcard only (IN| option BioStoreTemplateToCard = 1)

The presented card is not in the system. Unknown Card

The presented card does not belong to amyone. Non Allocated Badze

The presented card is not authorized at this reader. ACCEsSs Group

& finger has been presented before the card whereas 3 card iz Unrecognized finger
reguired first.

In this case, the code "9985" is sent and GPP receives 'Unknown
card

‘DOODSEeE

To display the meszage “Unrecognized finger™, the user should
previoushy

oreate a cardholder with the card code "00D0S2e5".

The presented Smartcard does not contain any template. Empty smart card
Mote that if the card does not exist in the controller memary, GPP
receives an “Unknown card” event instead.

The presented Smartcard contains 3 template of another finger. smart card with wrong finger
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Example 1: if a card code is not in the reader memory, GuardPointPro will display the denied reason ‘Card un-
known’.

Example 2: if a card code is in the reader memory but presented with a wrong finger, GuardPointPro will dis-
play the denied reason ‘Card known but finger unknown’.

Example 3: upon unrecognized finger, GuardPointPro will display ‘Unknown card 00009999’.
If creating for example a cardholder with the name “Error” and the card code "00009999", upon unrecognized
finger the message will be: ‘Access Denied ‘Error’ - Unknown finger’.

Example 4: therefore, if a finger has been presented before the card in the Card+Finger mode, GuardPointPro
will display ‘Unknown card 00009999’.

If creating for example a cardholder with the name “Error” and the card code "00009999", when a finger is
presented before the card in the Card+Finger mode, the message will be: ‘Access Denied ‘Error’ - Finger is
passed without a card’.

Configuration in GuardPointPro

1- The reader should be configured with the Technology “Wiegand” in the ‘Reader > General’ screen.

et b 4 HJdE B & = =B B
OHX 0000 u = 0
: New Save Delete First Prev.  Next Last Downld. Search  Print | Close |
Select a reader:
|Ru01 / TPL4 General - Rdr01 / TPL4 L
Rdrd1 / TPL4
HrDZ /TPL4 Name : [¥]Has slave reader
|Rdr01 S TPL4 Slave reader
1 Technology :
Number -1
) ||:'l ‘wiegand M
Description :
- =3
: | Suprema BioEntry Plus M
: = Time & Attendance
! Camera | <Mone= M
<Mone>
: I o LI E] [[IMotorized reader
|
[
i
I
i
(|
(|
|
General
Door control
Access mode
Miscellaneous/Badge format
Finger Print
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2- Following to the card format, the Badge format and the Bio Wiegand Format must be as follows:

Card Format | Card code | Badge Bio Wiegand Format:
length Format | Suprema Custom Format

34 bits 8 - Total bits: 38

ex. A3361126 - ID Length bits: 32
37 bits g 7 Total bits: 38

ex. 7TROABOSIF - ID Length bits: 32
26 bit 8 2 Total bits: 26

ex. 001 A2B3C B ID Length bits: 16

3- The reader should be configured with the right Badge format in the ‘Reader > Miscellaneous/Badge format’

screen.
Hereunder an example when using 34 bits cards; following to the previous table the Badge Format should be
‘22’ and the card code length should be ‘8’.

brwer- s BB B B s » - NEl=ED
I S L
gE!Hi]X O 000 W A= o

: New Save Delete | First Prew. Né)_ct Last | Downld. Search Print | Close |

Select a reader:

|Fi01 / TPLA Miscellaneous/Badge format - Rdr01 / TPL4 |

Rz / TPL4 Unsuccessful attempts Badge format
I 95 .
Default transaction code Card code length _
I 1]
! Reader Alarm Zone (F2)
o | = .
Entrance/Exit Delay (F3) Format .

l I 0 O sec (&) Min

Door alarm buzzer

[JLeave door relay open during all 'Door open time'

Misc.

| [ Oooono

| F1 3 4 5 &
[CIPIN without Hash (#)

Door control

Access mode
Miscellaneous/Badge format
Finger Print
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4- The reader should be configured with the right Bio Wiegand Format in the ‘Reader > Finger Print’

screen.

Hereafter an example when using 34 bits cards; following to the previous table the Bio Wiegand Format should
be ‘Suprema Custom Format’, Total bits: 38 and ID Length bits: 32.

_\émmxmm@@ U A = 0

i New Save Delete | First Prev. Next Last | Downld. Search Print | Close |

Select a reader :
| el / TRLS Finger Print - Rdr01 [ TPL4
Fdil1 / TPL4
Rdil2 / TPL4 Network Bio Wiegand format
I TCR 213 ;I E ‘Sup(ema Custom Format M
Unit address
Total bits
[s8306 [__Get Address i =
7] Act
Active Slekey Setinas ID Length bits IT
Enrollment reader
Operation Mode
@Fingerprint anly!
(O Card +Finger Admin Password
(@ Use Default:
() Use Personal:
General
Door control
Access mode
Miscellaneous/Badge format
Finger Print

5- A cardholder must be created with the name “Error” for example and the card code "00009999".

Note that it is important that the ‘Bio Template ID’ of the cards is not equal to 0. To check it, open the Badge
screen and look at the corresponding field.

e By (B A E.al @ B = . w oy =B F)
‘0 H 0000 uef e

I New GSave Delete First Frev. MNext Last Downld. Search Print = Close
' Create a group of badges

General - 00001010

code Owner :
Joooo1010 Get from card [ tene> = =)

Desaiption :

[]
B
]
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The 'Bio Template ID' is normally automatically computed by the system from the card code, based on the
Badge format and the Bio Wiegand format.

However, in a case where the database already contains cardholders prior to the addition of the Suprema
readers, 'Bio Template ID' of these cardholders will stay '0". The value of zero is not acceptable by the reader.
In such cases it is required to force GuardPointoPro to calculate the 'Bio Template ID'.

This is done by

using the 'Advanced Setting' option in Badge screen.

Selecting the option reveals 2 buttons: 'Calculate’ & 'Calculate All'.

Calculate - Calculates the 'Bio Template ID' for the selected cardholder

Calculate All - Calculates the 'Bio Template ID' for all the cardholders in the database

DHX 0000 ud& |0

i Mew Save Delete | First Frev. Next Last | Downld. Search Print | Close |

| Create a group of badges
Select a badge :

| no000g08 General - 00000608

44450372 Code Chaner
IDDDDDGDS Get from card I green LI E
Type : Descripkion :
|ﬂ wiegand M
Skatus @
|_""J, Used v
Eio termplate ID: T addate 1 Get Bio ID
1544 Rl / mega | &
Calculate &l
Advanced settings

This calculation should be done after all the readers were defined and their two formats
('Reader Format' & 'Bio Wiegand Format') were configured according to the above table.
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